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Enquanto consultor
escuto com certa

frequéncia a palavra
SAST.

Eu sé preciso de uma
ferramenta de SAST!

Tenho SAST, estou seguro!
Ao invés de um treinamento
para os Devs ndao poderia ser
uma ferramenta de SAST?
Se eu colocar um SAST nao
é melhor?

Entre outras...






Oqueéa

Ferramenta SAST?

Uma ferramenta de SAST (Static Application
Security Testing) — ou ferramenta de andlise de
codigo — é uma ferramenta que foi criada com o
objetivo de analisar o cédigo fonte ou mesmo
suas versdes compiladas de cédigo, buscando
nestes codigos falhas que possam comprometer a

seguranca.






e Errondo tratado:
e Fnumeracdo de Usuarios;

e | ogarcomo admin:
API desenvolvida 9 '

para um workshop de e SQL Injection;

o |[DOR:

vulnerabilidades.

e Remover item de outro
usuario:

e Ltntre outros...




POST v~  https:/J :7100/apil / Sen:
Params Authorization Headers (8) Body e Pre-request Script Tests Settings Cookies

none form-data x-www-form-urlencoded @ raw binary GraphQL JSON v Beautify

104

2 "login":"admin®,

3 "password”:"admin"” |

4 H

Body Cookies Headers (4) Test Results @ status: 500 Internal Server Error  Time: 723 ms  Size: 3.74 KB Save Response v
Pretty Raw Preview Visualize Text v = ] Q

1 no such table: users

2 g g g

3 at Microsoft.Data.Sqlite.SqliteCommand.PrepareAndEnumerateStatements(Stopwatch timer)+MoveNext()

a4 at Microsoft.Data.Sqlite.SqliteCommand.GetStatements(Stopwatch timer)+MoveNext()

5 at Microsoft.Data.Sqlite.SqliteDataReader.NextResult()

6 at Microsoft.Data.Sqlite.SqliteCommand.ExecuteReader(CommandBehavior behavior)

v at Microsoft.Data.Sqlite.SgliteCommand.ExecuteReaderAsync(CommandBehavior behavior, CancellationToken cancellationToken)

8 at Microsoft.Data.Sqlite.SqliteCommand.ExecuteDbDataReaderAsync(CommandBehavior behavior, CancellationToken cancellationToken)

9 at Dapper.SqlMapper.QueryAsync[T] (IDbConnection cnn, Type effectiveType, CommandDefinition command) in /_/Dapper/SqlMapper.Async.cs:line 418

10 at brokenaccesscontrol.Repositories.UserRepository.Login(LoginRequest login) in /home/zani@x03/dev/brokenaccesscontrol/Repositories/UserRepository.cs:line 61

11 at brokenaccesscontrol.Controllers.AuthenticationController.Login(LoginRequest login) in /home/zani®x@3/dev/brokenaccesscontrol/Controllers/AuthenticationController.cs:1line 25

12 at lambda_method5(Closure , Object )

13 at Microsoft.AspNetCore.Mvc.Infrastructure.ActionMethodExecutor.TaskOfActionResultExecutor.Execute (IActionResultTypeMapper mapper, ObjectMethodExecutor executor, Object controller, Object[]
arguments)

14 at Microsoft.AspNetCore.Mvc.Infrastructure.ControllerActionInvoker.<InvokeActionMethodAsync>g__Awaited|12_0(ControllerActionInvoker invoker, ValueTask'l actionResultValueTask)

15 at Microsoft.AspNetCore.Mvc.Infrastructure.ControllerActionInvoker.<InvokeNextActionFilterAsync>g__Awaited|10_0(ControllerActionInvoker invoker, Task lastTask, State next, Scope scope,
Object state, Boolean isCompleted)

16 at Microsoft.AspNetCore.Mvc.Infrastructure.ControllerActionInvoker.Rethrow(ActionExecutedContextSealed context)

17 at Microsoft.AspNetCore.Mvc.Infrastructure.ControllerActionInvoker.Next(State& next, Scope& scope, Object& state, Boolean& isCompleted)

18 at Microsoft.AspNetCore.Mvc.Infrastructure.ControllerActionInvoker.InvokeInnerFilterAsync()

19 --- End of stack trace from previous location ---

20 at Microsoft.AspNetCore.Mvc.Infrastructure.ResourceInvoker.<InvokeFilterPipelineAsync>g__Awaited|20_0(ResourceInvoker invoker, Task lastTask, State next, Scope scope, Object state, Boolean
isCompleted)

21 at Microsoft.AspNetCore.Mvc.Infrastructure.ResourceInvoker.<InvokeAsync>g__Awaited|17_0(ResourceInvoker invoker, Task task, IDisposable scope)

22 at Microsoft.AspNetCore.Mvc.Infrastructure.ResourceInvoker.<InvokeAsync>g__Awaited|17_0(ResourceInvoker invoker, Task task, IDisposable scope)

23 at Microsoft.AspNetCore.Routing.EndpointMiddleware.<Invoke>g__AwaitRequestTask|6_0(Endpoint endpoint, Task requestTask, ILogger logger)

24 at Microsoft.AspNetCore.Authorization.AuthorizationMiddleware.Invoke (HttpContext context)

25 at Microsoft.AspNetCore.Authentication.AuthenticationMiddleware.Invoke(HttpContext context)
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Enumeracao de
Usuarios

[HttpPost]
[Route("login")]

public async Task<ActionResult> Login([FromBody]LoginRequest login)
{

var user = await UserRepository.Login(login);

if (user ==

{

)

return Unauthorized(new
fl

message = "User not found!"
. 1)
Exibe uma mensagem quando se erra o

usuario e outra mensagem quando erra a
senha.

I

if (user.Password == UtilService.ReturnSha512(login.Password)){
if (login.IsAdmin.HasValue)
user.IsAdmin = login.IsAdmin.Value;
user.Password = "";
var token = TokenService.GenerateToken(user);
return Ok(new
{
User = user,
token = token

15

}
elsed
return Unauthorized(new
{

message = "Wrong password!!!"



Logar como admin

[HttpPost]

[Route("login")]

public async Task<ActionResult> Login([FromBody]LoginRequest login)
{

var user = await UserRepository.Login(login);

if (user == )
{
return Unauthorized(new
{
message = "User not found!"
. .. . . b
Ao passar um parametro adicional isAdmin }
no payload permite que um usuario se R T R e T T
torne Admin do sistema. if (login.IsAdmin.HasValue)

user.IsAdmin = login.IsAdmin.Value;
uscil .rasswuiu - F}
var token = TokenService.GenerateToken(user);
return Ok(new
{
User = user,
token = token

15
+

else{
return Unauthorized(new

{

message = "Wrong password!!!"




SQL Injection

[HttpPost]

[Route("loginsql")]

public async Task<ActionResult> LoginSQL([FromBody]LoginRequest login)
{

var user = awailt UserRepository.LoginSQL(login);

if (user == null)
{
return Unauthorized(new
{
message = "User not found!"
1)
Existe uma API que realiza uma consulta Jelsel
. user.Password = 2
SQL € €eSSa COI’]SU|ta esta Concatenada var token = TokenService.GenerateToken(user);
. t 0k
sem nenhuma tratativa da entrada de fdial

dados User = user,
’ token = token

s
}

public static async Task<User> LoginSQL(LoginRequest login)
{

var conn = SqliteConfigConnection.GetSQLiteConnection();
string query = "Select id, name, login, password, dateInsert, dateUpdate,"+
"{sAdmin, inativo, dateChangePassword from users " +
"where login = '"+login.Login+"' and "+
"password = '"+UtilService.ReturnSha512(login.Password)+""' "+
"and inativo = 0";
var user = awalt conn.QueryAsync<User>(query);
return user.FirstOrDefault();




IDOR

[HttpGet("{id}")]
public async Task<ActionResult> GetToDoItem(int id)

i
try{
var todoItem = await TodoItemRepository.GetToDoItem(1id);
if (todoItem != )
. 5 . return Ok(new
A consulta do item cadastrado nao exige i
autenticacdo, e consequentemente nao todoItem
verifica se quem consulta é quem P
; lse
cadastrou o item. -
return NotFound(newq{
message = "TodoItem not found!!"
});

}catch(Exception ex){
_logger.LogError(ex, "General error");
return StatusCode(500, "Internal server error");



IDOR - Remover Item T

[Authorize]
[HttpDelete("{id}")]
public async Task<ActionResult> Delete(int id)
{
try{
var ret = await TodoItemRepository.Delete(id);

if (ret)
return Ok(new

{
message = "Removed!"
1)
else
throw new Exception("Error contact the system admin!!");

Nesse caso é solicitado que esteja logado,
porém ndo verifica se quem esta }catch(Exception ex){

- : _logger.LogError(ex, "General error");
removendo & quem cadastrou o item. return StatusCode(500, "Internal server error");

¥

public static async Task<bool> Delete(int id){

var conn = SqliteConfigConnection.GetSQLiteConnection();
var query = "delete from todoitems where id = @id";
var table = await conn.ExecuteAsync(query, new{
id = U
})s

return table > 0 ? t







1° SAST

v @ RunSAST
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Version: 1.7.6
[*] Starting analysi
Source: /code
Workspace: /tmp/sastbox_workspace 20221115 000702

Preparing codebase
DEBUG|15/11/2022 00:07:04.646] Ignored @ minified javascript files
[*] Technologies detected

c#,dotnet, json, markdown, unknown, xmlL

*] Running pre scans
O Resultado da 128 ferramenta de SAST [*] Rumning scan
parecia animadoral 1l i s ot hieneet

Output saved in /tmp/sastbox_workspace_ 20221115 000702/output/scans_output/scan.dotnet.devskim.20221115 000705.json

ector

Running scan: generic/appir

Running scan: generic/secret_finder
Output saved in /tmp/sastbox_workspace 20221115 000702/output/scans_output/scan.generic.secret_finder.20221115 000705.json

Running scan: generic/detect_secrets

Output saved in /tmp/sastbox _workspace 20221115 000702/output/scans_output/scan.generic.detect_secrets.20221115 000706.json

Running post scan: generic/json_reporter2

ting ded
Before dedup: 10
After dedup: 9
Reduction of: 10.00%

Panart. sauad dn /tmnlsasthov warkanann 20224448 000702 (autaut/reports/report.jsonreporter2.20221115_000706. json

Runr

j post scan: generic/count_issues

dotnet/devskim = 1 issue(s)

generic/detect_secrets - 8 issue(s)

Total: = 9 issue(s)



10 SAST : "launchBrowser": true,
- “launchurl”: "swagger",
: "applicationUrl®: "https://localhost:7100;http://localhost:5127",
"environmentVariables": {
"ASPNETCORE ENVIRONMENT": "Teste",
"JWTSecret”: "fedaf7d8863b48e197b9287d492b708e",
"SqliteDatabase" : "./Database/brokenaccesscontrol.db"

- = Al ~
So que nao. Nao deteCtou nenhuma daS 4 public static async Task RecoveryPassword(PasswordRecovery recovery){

| b.ld d . d . d | 3 var conn = SqliteConfigConnection.GetSQLiteConnection();
VU nera | | a eS e aln a |n ICOU a gunS 5 var query = "update users set inativo=@inativo, dateChangePassword=@dateChangePassword where login=@login";

.. | 3 var table = await conn.ExecuteAsync(query, new{
falsos positivos! : inativo = 1, , _
: dateChangePassword = DateTime.Now.ToString("yyyy-MM-dd HH:mm:ss"),
e Imagem1 - Hex high entropy string; : T AT

e Imagem 2 - Secret keyword; }

e Imagem 3 - Insecure url.

public static async Task<IE

: namespace brokenaccesscontrol.Models;

public class UrlSastTest

{
public string urlHttps = "https://www.urltestesast.com.br";
public string urlHttp = "http://www.urltestsast.com.br";

N WU S WN




2° SAST

O ¥ Bugs Reliability (A
O ﬁ\/ulnerabllmes Security A

1 @ Security Hotspots @ O OO% Reviewed Security Review (B

ReSU|tadO da 23 fel’l’amenta de SAST 2h 50mln Debt 47 @ Code Smells Maintainability (A
Encontrou um problema de seguranca.
Falso Positivo!

O 0.0% - O 0.0% 0

Coverage on 139 Lines to cover Unit Tests Duplications on 506 Lines Duplicated Blocks

namespace brokenaccesscontrol.Models;

public class UrlSastTest

{
public string urlHttps = "h rltestesast.com.br";
public string urlHttp = "ht vi.urltestsast.com.br";
Using http protocol is insecure. Use https instead. Comment




3° SAST

&) saL Injection wom
: CWE-89 #
58 [Route("loginsql”)]
public async Task<ActionResult> LoginSQL([FromBody]LoginRequest login)
! // Recupera o usuario
var user = await UserRepository.LoginSQL(login);
Resultado da 32 ferramenta de SAST. E
tivemos uma melhora nos resultados.
Apareceu um SQL Injection e Anti-forgery
token validation disabled.
Anti-forgery token validation disabled 4;(;

CWE-352 ©

[HttpPost]
[Route("login")]
public async Task<ActionResult> Login([FromBody]LoginRequest login)




3° SAST

System.Text.Encodings.Web - Remote Code Execution (RCE)

Um fato interessante foi que junto com o
SAST executou um SCA e esse trouxe
resultados interessantes!

VULNERABILITY CWE-611% CVE-2022-34716 ® CVSS5.9°¢ ’ﬁ;g‘i'g DDOTNET—SVSTEMSECUR\TVCRVPTOGR»\PHVXML—2977914 "

SCORE
VULNERABILITY CWE-94 %  CVE-2021-26701 % CVSS9.8 ¢ DOTNET—SYSTEMTEXTENCOD\NGSWEB—1253267 5 490
o Runtime Vulnerability: This vulnerability is probably caused by the installed .NET Framework/runtime version. B View Docs
[LQ;“ System.Security.Cryptography.Xml - improper Restriction of XML External Entity Reference SCORE




4° SAST

Resultado da 4@ ferramenta de SAST onde
os Hard-coded password no arquivo
README.md sdo falsos positivos.

‘Login”:"user",
"Password":"use rI




5° SAST

N&o detectou nadal

Scanning across
<multilang>
csharp

yaml

json

multiple languages:
x 64 Tiles
x 20 files

52 rules

rules

I
I
| 25 rules
|

rules

x

x

4 files
4 files







EUUUU!III OWASP SAMM Agile Guidance

Governance

Strategy & Metrics

Measure & improve

Metrics

Education & Guidance

Training & awareness Organization & culture

Security is a shared Security champions

responsibility
Team autonomy

Stream A Stream B

Threat Assessment

Threat modeling

Incremental threat
modeling

Security Requirements
Software requirements

Selecting and preparing
requirements

Requirements in stories

Stream A Stream B

Requirements-driven Testing

Misuse/abuse testing

Abuse stories

Security Testing

Scalable baseline Deep understanding

Agile testing

Stream A Stream B







Oqueéo

OWASP ASVS?

O projeto OWASP Application Security
Verification Standard (ASVS) fornece uma base
para testar os controles técnicos de seguranga
de aplicativos da Web e também fornece aos
desenvolvedores uma lista de requisitos para um

desenvolvimento seguro.



Capitulo

Autenticagao

Controle de
acesso

Validacao,
higienizagdo e
codificacdo

Tratamento e
registro de erros

Secgdo

Seguranca de Senha

Controle de acesso ao
nivel de operagdo

Codificagcdo de saida e
prevencdo de injecdo

Tratamento de erros

Descricdo

Verificar se as senhas definidas pelo usuario tém pelo menos 12 caracteres (apds a
combinacdo de varios espagos).
([C6](https://owasp.org/www-project-proactive-controls/#div-numbering))

Verificar se os dados sensiveis e as APIs estdo protegidos contra ataques Insecure
Direct Object Reference (IDOR) visando a criacdo, leitura, atualizagdo e exclusdo
de registros, como criar ou atualizar o registro de outra pessoa, visualizar os
registros de todos ou excluir todos os registros.

Verificar se a sele¢do de dados ou consultas de banco de dados (por exemplo,
SQL, HQL, ORM, NoSQL) usam consultas parametrizadas, ORMs, estruturas de
entidade ou estdo protegidas contra ataques de inje¢do de banco de dados.
([C3](https://owasp.org/www-project-proactive-controls/#div-numbering))

Verificar se uma mensagem genérica é exibida quando ocorre um erro inesperado
ou sensivel a segurancga, possivelmente com um ID exclusivo que a equipe de
suporte pode usar para investigar.
([C10](https://owasp.org/www-project-proactive-controls/#div-numbering))

CWE

521

639

89

210







Oqueé

modelagem de
ameacas?

E uma técnica efetiva que ajuda a construir
aplicacdes, sistemas, redes e servicos de maneira
segura. De forma que identifica ameacgas
potenciais e reduz riscos estratégicos logo no

inicio do ciclo de desenvolvimento.



Modelagem de Ameacgas

API| Broken Access Control

Relagao Ataque x CWE / i \

CAPEC-1 - Accessing

Gerar uma lista de Enviar Aspas /iﬁs;icgi;‘ Functionality Not Mass Assignment
- . _ _ . usuarios Simples Properly vulnerability
CAPEC-116: CWE-200, CWE-1243; Bypass o e

CAPEC-49: CWE-521, CWE-262, l
CWE-263, CWE-257, CWE-654,

CWE-307, CWE-308, CWE-309; CAPEC-116 -
CAPEC-66: CWE-89, CWE-1286:; EXReton
CAPEC-115: CWE-287: J
CAPEC-1:CWE-276, CWE-285, CWE-434,

Receber MSG de Senha CAPEC-66 - SQL
CWE—693, CWE—732, CWE—H91, Invalida Injection
CWE-1193, CWE-1220, CWE-1297, \‘

CWE-1311, CWE-1314, CWE-1315,
gwggg CWE-1320, CWE-132], Eteee

Mass Assignment: CWE-915. \ /
Logar como outro Visualizar Item de Remover Item de Logar como
Usuario Outro Usuario Outro Usuario administrador







Code Review

Code review tem por objetivo identificar
falhas de seguranca na aplicagdo
relacionadas a design e features,
juntamente com a causa raiz.

Como mencionado, a API foi feita para um
workshop. Os desenvolvedores realizaram
um code review nela e demoraram cerca
de 20 minutos para encontrarem as
vulnerabilidades.

v

24
25

28
29
30
31

33
34
35

37
38
39

- 35 mmmm  Controllers/AuthenticationController.cs (3

i

Recupera o usuari

var user = await UserRepository.Login(login);

Verifica se c rio exist
if (user == null)
i

return Unauthorized(new

{

message = "User not found!"

b
3
if (user.Password == UtilService.Returnshas12(login.Password)){

if (login.IsAdmin.HasValue)
user.IsAdmin = login.IsAdmin.Value;
user.Password = "";
var token = TokenService.GenerateToken(user);
return Ok(new
{
User = user,
token = token

i

else{
return Unauthorized(new
{

message = "Wrong password!!!"

0 View

try{
Recupera uar
var user = await UserRepository.Login(login);
if (user == null)
1
return Unauthorized(new
i
message = "User/Password wrong!!"
Hi
}
user.Password = "";

var token = TokenService.GenerateToken(user);
return Ok(new
{
User = user,
token = token
1
}eatch(Exception ex){
_logger.LogError(ex, "General error");
return StatusCode(500, "Internal server error");

ed







Erro nao tratado .

[HttpPost]

[Route("login™)]

public async Task<ActionResult> Login([FromBody]LoginRequest login)
i

try{

var user = await UserRepository.Login(login);

Aplicado o requisito de seguranca do ASVS -

Verificar se uma mensagem genérica é exibida }f RS

quando ocorre um erro inesperado ou sensivel return Unauthorized(new

N . {

a seguranga, posglvelmente com um ID nessage = "User/Password wrong!!"
exclusivo que a equipe de suporte pode usar F;

para investigar. ’
([C10](https://owasp.org/www-project-proac user.Password = "";

. . . var token = TokenService.GenerateToken(user);
tive-controls/#div-numbering)) return OK(new

{
User = user,
token = token
195
}catch(Exception ex){
_logger.LogError(ex, "General error");
return StatusCode(500, "Internal server error");




Enumeracao de oo

[HttpPost]

”~ o
Usuarlos [Route("login™)]

public async Task<ActionResult> Login([FromBody]LoginRequest login)
i

try{

var user = await UserRepository.Login(login);

if (user == null)
{
. . ~ L. return Unauthorized(new
Aplicado orientagdao de mensagem genérica {
“User/Password wrong” conforme documento e esiER it wrng

Authentication Cheat Sheet. }

user.Password = s
var token = TokenService.GenerateToken(user);
return Ok(new
{
User = user,
token = token
195
}catch(Exception ex){
_logger.LogError(ex, "General error");
return StatusCode(500, "Internal server error");




. [HttpPost]
ogar como admin
public async Task<ActionResult> Login([FromBody]LoginRequest login)
{
try{

var user = await UserRepository.Login(login);

if (user == )
! return Unauthorized(new
i) message = "User/Password wrong!!"

Aplicado o requisito de seguranca do ’
ASVS - Verificar se a aplicacdo tem limites T
de l6gica de negécios ou validacdo para e
proteger contra provaveis riscos ou il
ameacas de negdcios, identificados o
usando modelagem de ameagas ou it S L R

return StatusCode(500, "Internal server error");

metodologias semelhantes.

public static async Task<User> Login(LoginRequest login)

{

var conn = SqliteConfigConnection.GetSQLiteConnection();

string query = "Select id, name, login, password, dateInsert, '
"dateUpdate, isAdmin, inativo, dateChangePassword from "
"users where login = @login and password = @password and "
"inativo = 0";

var user = await conn.QueryAsync<User>(query, new{
@login = login.Login,
@password = UtilService.ReturnSha512(login.Password)

s

return user.FirstOrDefault();




SQL Injection

o0 0
Aplicado o requisito de seguranca do

ASVS - Verificar se a selegéo de dados ou public static async Task<User> LoginSQL(LoginRequest login)

{
consultas de banco de dados (por var conn = SqliteConfigConnection.GetSQLiteConnection();
exemp|0, SQL, HQL, ORM, NOSQL) usam string query = "Select id, name, login, password, dateInsert, "+
consultas parametrizadas, ORMS, "dateUpdate, isAdmin, inativo, dateChangePassword from "+
. = "users where login = @login and password = assword and "+
estruturas de entidade ou estdo Sipstive = @i ) gies i te
. . . ~ - :
protegidas contra ataques de injecao de var user = await conn.QueryAsync<User>(query, new{
banco de dados. @login = login.Login,
5 assword = UtilService.ReturnSha512(login.Password
([C3](https://owasp.org/www-project-pro 1 cE i :
)

active-controls/#div-numbering)) return user.FirstOrDefault();



IDOR

Aplicado o requisito de seguranca do
ASVS - Verificar se os dados sensiveis e as
APIs estdo protegidos contra ataques
Insecure Direct Object Reference (IDOR)
visando a criagao, leitura, atualizagdao e
exclusdao de registros, como criar ou
atualizar o registro de outra pessoa,
visualizar os registros de todos ou excluir
todos os registros.

[Authorize]
[HttpGet("{id}")]
public async Task<ActionResult> GetToDoItem(int id)
{
try{
var todoItem = await TodoItemRepository.GetToDoItem(1id,
((ClaimsIdentity)User.Identity).FindFirst("UserId").Value);

if (todoItem != ni )
return Ok(new
{
todoItem
1
Else
return NotFound(new{
message = "TodoItem not found!!"

1))g

}catch(Exception ex){
_logger.LogError(ex, "General error");
return StatusCode(500, "Internal server error");

}

public static async Task<TodoItem> GetToDoItem(int id, string userId)

{

var conn = SqliteConfigConnection.GetSQLiteConnection();

string query = "Select id, name, description, userId from todoitems
"where id = @id and userId = @userId";

var todoItem = await conn.QueryAsync<TodoItem>(query, new{
id = i,
userId = userId

3

return todoItem.FirstOrDefault();

iy




IDOR - Remover Item coe

[Authorize]
[HttpDelete("{id}")]
public async Task<ActionResult> Delete(int id)
{
try{
var ret = await TodoItemRepository.Delete(id,
((ClaimsIdentity)User.Identity).FindFirst("UserId").Value);

if (ret)
return Ok(new
Aplicado o requisito de seguranca do {
e pe P message = "Removed!"
ASVS - Verificar se os dados sensiveis e as e

else
throw new Exception("Error contact the system admin!!");

APIs estdo protegidos contra ataques
Insecure Direct Object Reference (IDOR)

visando a criacdo, leitura, atualizagdo e i e R
exclusdao de registros, como criar ou return StatusCode(500, "Internal server error");
atualizar o registro de outra pessoa, }

visualizar os registros de todos ou excluir
todos os registros.

public static async Task<bool> Delete(int id, string userId){

var conn = SqliteConfigConnection.GetSQLiteConnection();
query = "delete from todoitems where id = @id and userId = @userId";
table = await conn.ExecuteAsync(query, new{
id = id,
userId = userId
});

return table > 0 ? tru¢




3

Let's empower
developers to build
secure applications?!

|
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Security Analyst
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