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O que é modelagem de ameacas?

“E uma técnica efetiva que ajuda a construir aplicacdes, sistemas, redes e servicos de
maneira mais segura. De forma que identifique ameacas potenciais e reduza riscos
estratégicos logo no inicio do ciclo de desenvolvimento.”
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Primeira impressao da
Modelagem de Ameacas
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999 requisitos de segurancal
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999 requisitos de segurancal ‘




SCRUM FRAMEWORK

%) Scrum.org
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E agora,
quem podera nos ajudar?
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mind. QWASP SAMM AGILE

Governance Design Verification

Strategy & Metrics

Measure & improve

Metrics

Education & Guidance

Training & awareness Organization & culture

Security is a shared Security champions

responsibility
Team autonomy

Stream A Stream B

Threat Assessment
Threat modeling

Incremental threat
modeling

Security Requirements
Software requirements

Selecting and preparing
requirements

Requirements in stories

Stream A Stream B

Requirements-driven Testing

Misuse/abuse testing

Abuse stories

Security Testing

Scalable baseline Deep understanding

Agile testing

Stream A Stream B
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A luta continua...

Tiago Zaniquelli <tzaniquelli@convisoappsec.c.. 8de jul. de 2022, 13:16 ¥ “
para rvanderveer v

Hello Rob van der Veer, How are you?
| watched your video (https://www.youtube.com/watch?v=ati80YcVJy8) about Secure Agile

Development According To SAMM. | work for Conviso Application Security a Brazilian
company that work with AppSec.

So, | thought amazing yout video and | would like to study more about Agile and AppSec.

Do you have any tips for me? What do you indicate to me study about this? Books? Articles?
WebSite?

Regards
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A luta continua...

Subject:Re: Secure Agile Development According To SAM
Date:Fri, 8 Jul 2022 18:28:21 +0200
From:Rob van der Veer <r.vanderveer@sig.eu>

Hi Tiago,

You could also watch my recent talk on shift left: https://www.youtube.com/watch?
v=bxea580z2RA&t=345

Also OpenCRE might be interesting to you: https://youtu.be/7knF14t0Svg

I love Bruce Schneier's books such as 'Click here to kill everybody'.

Furthermore | recommend these resources:

https://www.youtube.com/c/ContinuousDelivery
https://www.devops-research.com/research.html#capabilities

Good luck!
Software Security is a small community - we'll meet again.
Rob
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A luta continua...

I OREILLY’ n

Application |
Security

ENABLING SECURITY IN A CONTINUQUS DELIVERY PIPELINE

Laura Bell, Michael Brunton-Spall,
Rich Smith & Jim Bird




Modelagem nao E se pensarmos apenas Poxa! Mas modelagem
presta! Parei! nos requisitos? parece ser tao legal
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O mundo da voltas
Nao posso mais parar
E sé6 correr atras
Nem tudo mudou...

O Mundo d3 Voltas — CPM22




H Autodesk [ continuous-threat-modeling  Public L Notifications % Fork 65

<> Code (©) Issues I Pullrequests 2  (») Actions [ Projects (O Security |~ Insights

[} Files continuous-threat-modeling / Continuous_Threat_Modeling_Handbook.md (2}

¥ master . jzar Typo 18c01df - 4 yearsago O

Q Gotofile
Code Blame 186 lines (126 loc) - 23.4 KB Raw @ ]
[ CONTRIBUTING.md

‘ [M Continuous_Threat_Modeling_Ha...

[ LICENSE.md Continuous Threat Modeling Handbook
[ README.md
[3 secure_Developer_Checklist.md Who should read this Handbook and perform Threat Modeling?

Practically everyone in your development team has a stake in a threat model.

* Product Owners/Product Managers verify that security requirements are met appropriately.
* Architects want to validate the design. !
* Developers want to both receive guidance and provide feedback on changes made to the design during implementation. $ S
« Testers use it as a road map for security testing.

« Engineering uses it for architectural review and security controls on deployment. While these are distinct roles with separate
expectations from the exercise, they all offer different views of the same system that complete the view of the system with enough
detail to make appropriate security and risk decisions.
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Motor envenenado
Vou contra o aceitavel
Herois ou rebeldes
Bandeira a meio mastro

Herdis ou Rebeldes-Blind Pigs




Nova Proposta

e Primeira modelagem no TODO;

e DREAD para sinalizar a priorizacao dos "999 requisitos" gerados;

Apds essa primeira modelagem, modelagem a cada histéria.
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show me the code
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Internet
[system]

<<container>>
WebApllication SPA
[react]

Customer
Sistema WEB por onde o usuario ira navegar

Cliente que acessara o E-commerce para realizar compras



Amind Sistema E-Commerce
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[system]

<> <<container>> <<contaner>
API Gateway Frete Autenticacdo
[docker dotnet core] [docker dotnet core]

API| Responsavel pelo frete do E-commerce API| Responsavel pela autenticagéo do e-commerce

<<contaher> <<oontaner>>
Usuério Pevido
[docker dotnet core] [docker dotnet core]

API Responsavel pela parte de acesso as informagdes do usudrio API Responsavel pelas informagdes do pedido do E-commerce

<<conkaher>:» <<container_db>>
Pagamerito Database
[docker dotnei curef [Redis]

API Responsével pela parte de pagamento do E-commerce Local que ira guardar as informagdes dos usudrios que estdo logados para acesso répido

<<contaier. db>> <<contaier db>> <<container. queue>>
Database Database Mensageria
[SQL Server] [MongoDB] [Apache Kafka]

Iré armazenar os dados dos usudrios do sistema Armazenara os dados dos pedidos Recebera as informagbes do pedido
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<<container_queue>:»
Mensageria
[Apache Kafka]

<<container_queue>>
Mensageria
[Apache Kafka]

Recebera as informagdes do status do pedido Recebera as informagdes a serem enviadas para a transportadora

A\

<<corfaner>>
Worker Separa Itens
[docker dotnet core]

<<contaner>>
Worker Status Pedirdo
[docker dotnet core]

Worker Responséavel pelo envio do status do pedido para o cliente Worker 1responsavel por separar os itens do pedido e enviar para o parceiro que vende o item comprado

<<contaner>>
Worker Avisa Transportadora
[docker dotnet core]

Worker responsavel por avisar a transportadora que precisa retirar o produto no parceiro
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Cloud Correips
fsystem] |

Cloud Parceiro Pagamento

tem
[system]
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Modelagem de Ameacas
"Tradicional”
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Modelagem de Ameacas

Ameacas - Ativo Autenticacao ‘

Ataque Capec CWE

Fuzzing for application mapping 215 532;209

Password Brute Forcing 49 521;262;263;257;654;307;308;309

Authentication Abuse 114 287:1244

Privilege Escalation 269;1264;1311;

Use of Known Domain Credentials

522;307;308;309;262;263;654;1273



At ind, Modelagem de Ameacas

A Requisitos de Seguranca - Ativo Autenticacao |

CWE

Requisitos de Seguranca

Verify the application only stores session tokens in the browser using secure methods

532
such as appropriately secured cookies (see section 3.4) or HTML 5 session storage.

Verify that user set passwords are at least 12 characters in length (after multiple

521;
spaces are combined). (C6)

Verify that passwords of at least 64 characters are permitted, and that passwords of

521
more than 128 characters are denied. (C6)

Verify that password truncation is not performed. However, consecutive multiple

521
spaces may be replaced by a single space. (C6)

Verify that passwords are stored with sufficient protection to prevent offline recovery

. . 922;
attacks, including local system access.
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023 Classificar as Ameacas

Médio
(2)

Classificacao

Danos em Potencial \/

Reprodutibilidade \/ ’
Explorabilidade A

Usudrios Afetados
Possibilidade de descobrimento Risco:

Baixo: 5 a 7;

Risco i il Médio: 8 a 11;
=10 (risco médio) Alto: 12 a 15.
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Modelagem de Ameacas
"A cada histéria"
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helnd Historia da Sprint
985 Recuperacao de Senha

t

Como Gostaria de Para que
um usuario recuperar a senha que eu possa novamente
cadastrado perdi logar no sistema

Critérios de aceite:

Usudrio existindo na base de dados, enviar mensagem de "E-mail enviado", usuério nao
existindo na base de dados, enviar mensagem "usudrio nao existe na base de dados";
Enviar um link com cédigo sequencial para o e-mail do usuério;

Link direciona para tela de alteracao de senha;
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2t Ameacas - Recuperacao de Senha

Ataque
Brute Force -para descobrir cédigos sequenciais validos
Brute Force -enumeracao de usuario

Negacao de Servico -alterar a senha dos usuérios

Phishing -através da enumeracao de usuarios;




ind, Historia da Sprint

985 Recuperacao de Senha

Como Gostaria de Para que
um usuario recuperar a senha que eu possa novamente
cadastrado perdi logar no sistema

Critérios de aceite:

Usudrio existindo ou ndo na base de dados, enviar mensagem "Caso conste em nossa
base de dados um e-mail sera enviado com as instrucoes de alteracao de senha"
Enviar um link com random GUIDs, para o e-mail do usuério;

Rate Limiting implementado;

Vincular o random GUIDs com o usuario que esta solicitando a recuperacao de senha;
Link direciona para tela de alteracao de senha;

Senha precisa seguir o padrao da Politica XYZ;
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e Modelagem voltada para desenvolvedores;

A

e DoReDoD;
e Requisitos de seguranca como critério de aceite nas historias; A

e Melhoria continua;

R sSSP
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Modelagem de Ameacas é
uma atividade viva.

Modelagem a cada historia.




Tiago Zaniquelli

zaniOx03@gmail.com
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